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Improper Access Vs. Improper Use: The Meaning Of The CFAA
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The theft of confidential and trade secret information has become a problem of
staggering proportions.[1] To address this crisis, Congress last month passed the
Defend Trade Secrets Act, which provides a private federal cause of action for trade
secret misappropriation. For years to come, trade secret litigators will focus on the
meaning of the DTSA. But in cases involving the use of a computer to commit
misappropriation — an increasingly common fact pattern — litigators should also
consider the application of another federal statute, the Computer Fraud and Abuse
Act. The CFAA provides important remedies for victims of computer-based
information theft, but the federal courts are deeply divided on the statute’s reach

and scope. Specifically, the courts disagree on whether the CFAA applies to an Tyler Young

individual who has legitimate access to a computer but makes improper or
unauthorized use of information obtained through legitimate access.

The applicability of the CFAA can have significant consequences for litigants because a CFAA claim has
different elements than a standard trade secret claim. For instance, a CFAA plaintiff need not prove that
the information at issue is actually a “trade secret,” obviating the need to show that plaintiff took
reasonable efforts under the circumstances to protect the confidentiality of the information or that the
information has independent economic value because it is not generally known. Plaintiffs may therefore
have an incentive to plead CFAA claims as a companion to their trade secret claims.

The CFAA imposes civil and criminal liability for obtaining information from a protected computer by
either “access[ing]” a computer “without authorization” or “exceed[ing] authorized access.”[2]
Originally enacted as an anti-hacking statute, the CFAA was clearly intended to reach individuals who
hack into an organization’s computer system.[3] As demonstrated by a widening circuit split, however, it
is less clear whether the CFAA was intended to reach the conduct of individuals who have authority to
access a computer but make improper or unauthorized use of information obtained through that access.

The Second, Fourth and Ninth Circuits have adopted a narrow interpretation of the CFAA, concluding
that the act does not apply to improper or unauthorized “use” of computer information if the initial
access to that information was authorized.[4] The First, Fifth, Seventh and Eleventh Circuits, on the
other hand, have adopted a broader interpretation, holding that CFAA liability can apply to a defendant
who accesses information for a purpose other than that for which access is authorized, effectively
creating liability for improper or unauthorized “use” of information.[5]

The Ninth Circuit led the way in articulating the narrow interpretation in United States v. Nosal, holding
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that the CFAA targets the unauthorized procurement of information, not its misuse or misappropriation.
In Nosal, the defendant terminated his employment and shortly after leaving the company convinced
some of his former co-workers to access the company’s confidential information to help him start a
competing business. Those co-workers used their company log-in credentials to download confidential
information from company computers and transferred it to defendant. Although the co-workers had
authorization to access the database, the company had a policy forbidding the disclosure of confidential
information.[6] The government charged Nosal under the CFAA with aiding and abetting his former
coworkers in “exceed[ing their] authorized access” to company computers.[7]

The Ninth Circuit rejected the government’s interpretation of the CFAA, which would have imposed
liability on employees who have unrestricted access to a computer, but fail to comply with some
limitation on the use to which they can put certain information. The court concluded that this
interpretation of the CFAA “would transform the CFAA from an anti-hacking statute into an expansive
misappropriation statute.”[8]

The Fourth and Second Circuits followed the Ninth Circuit’s lead, holding that the CFAA does not impose
liability on an employee who violates a policy against downloading confidential information to a
personal computer and then uses that information on behalf of a competitor,[9] or on a police officer
who uses a government database to obtain information about a woman he intended to kidnap, in
violation of a policy prohibiting use of a government database for non-law enforcement purposes.[10]
These courts too have emphasized that the CFAA is not intended to “provide a remedy for
misappropriation of trade secrets or violation of a use policy where authorization has not been
rescinded.”[11]

The First, Fifth, Seventh and Eleventh Circuits, in contrast, have focused on the purpose for which access
is authorized to define liability under the CFAA. In United States v. John, for example, the defendant was
an account manager at Citigroup Inc. and had access to Citigroup’s internal computer system. She
accessed and printed information regarding customer accounts and provided that information to her
half-brother, which he used to make fraudulent charges on those accounts.[12] The defendant argued
she could not be liable under the CFAA because she was authorized to use Citigroup’s computers and to
view and print information regarding customer accounts in the course of her official duties.[13] The
court rejected defendant’s argument, holding that “‘authorized access’ or ‘authorization’ may
encompass limits placed on the use of information obtained by permitted access to a computer system
and data available on that system.”[14]

Courts following this broader interpretation have found that the CFAA applies to improper “access” in a
broad range of circumstances, but the courts have used varied reasoning to reach that result. Some
courts focused on the purpose for which access is granted and the ultimate use of the information.[15]
Other courts found liability based solely on access in contravention of a computer use policy, even if the
information was not ultimately used.[16] Other courts focused on the employee’s intent at the time of
accessing the computer.[17] And still others relied on a contractual or agency theory to conclude that
authorized access ends as soon as an employee breaches the terms of an employment contract that
granted access in the first instance.[18]

The CFAA may — depending on the jurisdiction — provide a potent cause of action for those who have
been harmed by computer-based information theft. Trade secret litigators should carefully monitor the

courts’ evolving guidance on the scope and meaning of the CFAA.
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